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Lack of “Check Experts” Hindering Fls with Check Fraud Liabilities

One major issue that many financial institutions are facing when it comes to check fraud is understanding which financial institution is liable.
Unfortunately, as checks slowly declined over the past few decades, we've seen a lack of banking professionals' focus on the payment channel
-- leading many Fls without an internal "subject matter expert" to resort to an outside consultant when check fraud occurs.

As noted by James Bi, OrboGraph's Marketing Manager and Check Fraud Detection Specialist:

"Over the past few years, I've been privileged to travel across the country and speak at various
banking and payment industry events on check fraud. Inevitably, at each event | would be
approached by banking professionals of all levels of experience -- from newbies to veterans
-- with questions about certain cases of check fraud and which bank was liable. It's apparent to
any keen observer that there is a lack of expertise in the industry."”

While there is no federal law that governs check transactions, many states utilize the rules and
regulations of UCC as guidelines. These guidelines help determine which Fl is liable for check
cases including alterations, counterfeits, and forgeries.

Read the full article =
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FBI & USPIS PSA: Check Fraud-Related

New Infographics Provide Advice for
|dentifying Money Mules and Check Fraud

In an effort to further educate society on the
dangers of criminals stealing checks in the
mail to commit check fraud, the American
Bankers Association Foundation and the
U.S. Postal Inspection Service have teamed
up to provide three new infographics to help

Trump’s DOGE Targeting
Paper Checks?

In a recent post from the Department of
Government Efficiency (DOGE), the Elon
Musk-led advisory group proposes another
drastic change -- this time, eliminating paper
checks. According to DOGE, there were 116
million paper checks processed by the U.S.

Mail Theft Is on the Rise

On the heels of the ABA and USPS teaming
up to create three infographics to fight
against check fraud and money mules, the
FBI has issued a very detailed warning to
all who are sending or receiving checks via
mail. This alert is getting national media

identify money mule scams and check fraud... Treasury in 2024 -- with many coming from... attention as well via news reports...
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Mainstream Media Continues Its Attack on Paper Checks

A recent Fortune.com article got right to the point in its title: Paper checks are dying. Here’s what you should use instead.

The article paints a bleak picture for the future of paper checks. According to the piece, -y | E= e
personal checks are rapidly becoming obsolete as digital payment methods like debit cards, : E i i !— =
credit cards, and money transfer apps take over. I: | .;i -
While it's true that check usage has declined in recent years, we’re not convinced the world ’ ; I ;
is headed for a "check zero" future anytime soon. The article itself notes that there are o
still situations where paper checks remain necessary, such as for small businesses, large op ;e ¥ =
transactions, and individuals without bank accounts.

—
Unfortunately, as many in mainstream media have done when declaring the death of checks, . ey, i

actual data was ignored...
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Check Fraud Detection: Understanding
the Different Types of Positive Pay

In a recent article, BAl looks ahead to
check fraud defense in 2025, outlining
several strategies financial institutions can
use to combat the growing threat of check
fraud. Check fraud remains a major threat
to financial institutions, even as digital
payments become more prevalent...

Read the full article =
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Dark Web: A Thriving Stolen
Check Marketplace

finovifi

FraudXchange

Dark Web marketplaces — particularly
Telegram -- are specialized online forums
or “shops” that exist on networks that
require anonymizing software to access.

Our friends at Finovifi (formerly ThreatAdvice)

have published a new infographic detailing
some alarming statistics...
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Will Halting the Consumer Financial
Protection Bureau Affect Open Banking?

As the new administration continues to make
its adjustments, one major change that is
affecting the banking industry is the halting
of all activities from the Consumer Financial
Protection Bureau (CFPB). According to
an email seen by Reuters, U.S. Treasury
Secretary Scott Bessent, who took over...

Read the full article =

Reimagine Banking Via Innovative Tech
& Ecosystems for 2025 and Beyond

An International Banker blog post by Siobhan
Byron, Executive Vice President at Universal

Banking, Finastra, highlights the importance
of a flexible, modular core banking system
that can enable the sort of rapid innovation
that is becoming the norm. Through the use
of microservices and APls, she explains...

Read the full article =

Major Shake Ups at the USPS — What
This Means for Stolen Checks

Over the past few weeks, the USPS has
made headlines with Postmaster General
Louis DeJoy announcing his resignation
from the USPS and President Trump
preparing an executive order to dissolve the
leadership of the U.S. Postal Service and
absorb the independent...

Read the article =
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Alloy Research: 60% of Respondents
Report Fraud Growth in 2024

Alloy recently published its 2025 State of
Fraud Benchmark Report, revealing 60%
of Fls and fintechs reported fraud growth in
2024. For check fraud, 22% of respondents
in the US are concerned with check fraud,
with 11% reporting check fraud as the most
frequent fraud event in the past 12 months.

Read the full article =

Click here to view the web version of the OrboNation Newsletter.
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